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1
Decision/action requested

This document proposes a new solution on security of AMF re-allocation using RRC Release message to the TR 33.864. SA3 is kindly requested to approve this document.
2
References

 [1]
3GPP TR 33.864, v 0.2.0.
3
Rationale

This contribution proposes a new solution on security of AMF re-allocation using RRC Release message to the TR 33.864.
4
Detailed proposal

***
BEGIN OF CHANGE
***
6.Y
Solution #Y: Security of AMF re-allocation using RRC Release
6.Y.1
Introduction

This solution addresses the Key Issue #1 “Security of AMF re-allocation procedures”.
The NG-RAN node sends to the UE a radio resource control (RRC) release message that includes information about the target AMF.  The UE sends the target AMF information to the NG-RAN for the target AMF selection.  And, the target AMF performs the authentication procedure.
6.Y.2
Solution details
Figure 6.Y.2-1 shows the flow of this solution:
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Figure 6.Y.2-1. Security flow of AMF re-allocation using RRC Release
1. The UE sends Registration Request message to the NG-RAN, the Registration Request message includes the clear-texts IEs (e.g., Registration type, SUCI or 5G-GUTI, Security parameters).  The Registration Request message enables the UE to be registered with an AMF.

2. The NG-RAN will forward the Registration Request message to the initial AMF.

3. The initial AMF performs the Authentication procedure to generate the partial native 5G security context.

4. The initial AMF integrity protected Security Mode Command message, and then the AMF sends the Security Mode Command message to take the partial native 5G security context to use.  In the Security Mode Command message, it contains the ngKSI, Kamf and retransmission of the RR message required flag.

5. The UE sends the Security Mode Complete message to the AMF. In this message the entire Registration Request message will be included. Entire Registration Request will contain the clear-texts IE as in the step 1 and the non-clear-texts IE. The non-clear-texts IE includes the requested NSSAI and UE network capability.

6. The Initial AMF sends the Nnssf_NSSelection_Get message to NSSF,the Nnssf_NSSelection_Get includes Requested NSSAI, TAI, and PLMN ID of the SUPI).

7. The NSSF sends to Initial AMF with Response to Nnssf_NSSelection_Get which includes AMF Set and Allowed NSSAI).

8. If the initialAMF, based on local policy and subscription information, decides to forward the NAS message to the targetAMF via (R)AN, the initialAMF sends a Reroute NAS message to the (R)AN.  The Reroute NAS message enables the NG-RAN node to generate and/or send the Registration Request message as described in Step 10.  The Reroute NAS message includes the information about the targetAMF (e.g., GUAMI of the target AMF, which is shown as “target GUAMI” in Figure 6.Y.2-1) and the Registration Request message.

9. The RAN performs the RRC release procedure. The RAN will send the RRC release message to the UE, where the RRC release message can include the target AMF’s GUAMI. After receiving the RRC release message, the UE will release the RRC connection and release the existing NAS signaling connection. The secure connection between the UE and the initial AMF is terminated

10. UE sends the RRC Setup Complete (msg 5) to the NG-RAN. The Registration Request message can also be carried as NAS PDU in the msg5.  Thus, the RRC Setup Complete message can include the Registration Request message.  The msg 5 can also include the target AMF’s GUAMI.

11. The NG-RAN will forward the Registration Request message to the target AMF as part of the Initial UE message.

12. Since the target AMF does not have the UE context, the target AMF determines to perform the authentication procedure, and the target AMF sends Nausf_UEAuthentication_Authenticate Request message to the AUSF. This message will include the SUPI.

13. The AUSF will return Nausf_UEAuthentication_Authenticate Response message. This message will include the AUTN and SQN.

14. The target AMF sends the unprotected Authentication Request message to the UE and starts a timer to monitor the Authentication response message.

15. The UE will send the Authentication Response message to the target AMF at least because the UE, upon receiving a RRC release message from the initial AMF (at Step 9), does not have a security connection setup with the initial AMF. The Authentication Response message can include the authentication code RES*.

16. The AMF will send Registration Accept message to the UE.5G-GUTI of the UE can be included in the Registration Accept message.

17. The UE will send the Registration Complete message to the AMF to acknowledge the reception of the 5G-GUTI.
6.Y.3
Evaluation
TBD
***
END OF CHANGE
***
